TBIBank

TBI POS Online
Integration specifications

1. Integration workflow:
Integration is performed via APIm:
- Authorize
- RegisterApplication
- ApplicationStatusNotification

1.1. Integration diagram
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1.2. Authorize
UAT environment:

POST https://tbi-apim.azure-api.net/ftosgr/api/vl/User/authorize
Host: tbi-apim.azure-api.net
Headers:

Content-Type: application/json
Ocp-Apim-Subscription-Key: 1f0a04a6ad7a4dac80c664706fdcbh93c
Ocp-Apim-Trace: true


https://tbi-apim.azure-api.net/ftosgr/api/v1/User/authorize

Bank

Request example:

{

"username":"username”,

"password";"FrEREERn

Response example:

{
"token": "x52xfx3b-dba1-49d5-8b50-bd191f412xx4"

Usage example:
curl

curl --location --request POST 'https://tbi-apim.azure-api.net/ftosgr/api/vl/User/authorize' \
--header 'Ocp-Apim-Subscription-Key: 1f@a@4a6ad7ad4dac80c664706fdcb93c' \
--header 'Ocp-Apim-Trace: true' \

--header 'Content-Type: application/json' \

--data-raw '{

"username" :"username",

"passwor‘d" o kokokok ok ok 1

}

Jquery

var settings = {
"url": "https://tbi-apim.azure-api.net/ftosgr/api/vl/User/authorize",
"method": "POST",
"timeout": 0,
"headers": {
"Ocp-Apim-Subscription-Key": "1f@a®4a6ad7ad4dac80c664706fdcb93c",
"Ocp-Apim-Trace": "true",
"Content-Type": "application/json"
¥
"data": JSON.stringify({
"username": "username",
"password": "¥¥FkkAH
3
¥

$.ajax(settings).done(function (response) {

console.log(response);

1)
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PROD environment:

<will be updated>

Authorize Request

Attribute Mand | Type Example Description
atory
username + String username Username received
from TBI Bank
password + String password Password received
from TBI Bank
Authorize Response
Attribute Mand | Type Example Description
atory
token + guid x52xfx3b-dba1-49d5- | Authorization token
8b50-bd191f412xx4
expires_in - decimal | 1200 Seconds until token
expiration
email - String mail@mail.com Email associated with
username in TBI DB

1.3. RegisterApplication

UAT environment:

POST https://tbi-apim.azure-api.net/ftosgr/api/v1l/Application

Host: tbi-apim.azure-api.net
Headers:

Content-Type: application/json
Ocp-Apim-Subscription-Key: 1f0a04a6ad7a4dac80c664706fdcb93c

Ocp-Apim-Trace: true

AuthorizationToken: ff70ac71-fc25-4027-a3cb-d7afa380a422

(Authorization token can be retrieved from response of Authorize method)



https://tbi-apim.azure-api.net/ftosgr/api/v1/Application
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Request example:

{

"firstname": "TestName",

“"lastname": "testLastName",
"surname": "testSurname”,
"pin": "012345678",
"origin": "POS_Online",
"resellercode": "p1",
"email": "mail@mail.com",
“phone": "6900000000",
"billingaddress": {
"country™: "",
“county": "AOHNAIQN",
“city": "AOHNA",
"streetname”: "street”,
"streetno": "2",
"buildingno": "232",
"entranceno": "B",
"floorno": "3",
"apartmentno™: "22",
"postalcode": "1000"
1
"deliveryaddress": {
“country": "GR",
"county": "AOHNAIQN",
“city": "AOHNA",
"streetname”: "street”,
"streetno™; "2",
"buildingno": "232",
"entranceno": "B",

"floorno": "3",

"apartmentno: "22",



TBIBank

“postalcode": "10431"
2
"orderid": "AA12918291289",
"bankingproductcode": "POS1",
"promo™: ",
“installments": "8",
"ordertotal": "1500.00",
“installmentamount": 100",
"items": [
{
"name": "iPhone 12 Pro",
"description": "iPhone 12 Pro 512GB Gold",
"qty": "1",
“price": "1500.00",
"sku": "iphone12pro512gbgold",
"category": "MobilePhone",

"imagelink": "https://www.apple.com/v/iphone-12-
pro/f/images/overview/hero/hero_static__k8unjy3rn32a_largejpg"

}
]I
"siteurl": "https://www.merchant.com",

"statusurl": https://www.wheretoreceiveapplication.com/status,

"additionalValues": {
"subMerchantLegalEntity": "Entity name here",
"subMerchantBrand": "Brand here",
"subMerchantWebsite": "https://www.merchant.com”,
"subMerchantMccCode": "5499",

"subMerchantMccDescription”: "Convienient Stores"


https://www.wheretoreceiveapplication.com/status
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Response example:

{
"CreditApplicationld": "a3d80e51-d61f-4b93-9cbc-67040ed6da8c”,

"Orderld": "AA12918291289",

"Url": "https://host.westeurope.cloudapp.azure.com/B2C_Proxy/POS_Online?sessionld=8a68321
8-c89d-447f-bab6-8dede71e6221",

"Origin™: "POS_Online",
"ErrorCode": null,

"ErrorMessage": null

NOTE:
For the field Origin are applicable the below values:
- "POS_Online " in case of the POS online standard products
- "BNPL" in case of the BNPL products

Usage example:
curl

curl --location --request POST 'https://tbi-apim.azure-api.net/ftosgr/api/vl/Application’ \
--header 'Ocp-Apim-Subscription-Key: 1f@a@4a6ad7a4dac80c664706fdcb93c’' \
--header 'Ocp-Apim-Trace: true' \
--header 'AuthorizationToken: ff70ac71-fc25-4027-a3cb-d7afa380a422"' \
--header ‘Content-Type: application/json' \
header 'Cookie: .PEBS=CfDJ8Ac5%2BkqTRs9Fp6S8LRDOIMIPWY5HSRLWiOh6%2BraeMNA04i7y00oprBrukKSePC7SjnK
KZtbQEOkfZKhWIWPNIAqUGkuugtA%2FgagwXbWm92z1LakogOvYruwuG2csfA5Bd7vNIXp4Du979ipN63%2BkArYfkPGfys
LzZ631ewTYDO4r0s"' \
--data-raw ‘{
"firstname": "TestName",
"lastname": "testLastName",
"surname": "testSurname",
"pin": "@12345678",
"origin": "POS_Online",
p1”,
"email": "mail@mail.com",
"phone": "6900000000",

"resellercode":

"billingaddress": {

"country":
"county": "AGHNAION",
"city": "AGHNA",
"streetname": "street",
"streetno": "2",
"buildingno": "232",
"entranceno": "B",
"floorno": "3",
"apartmentno": "22",




"postalcode": "1000"
s
"deliveryaddress": {
"country": "GR",
"county": "AGHNAION",
"city": "AGHNA",
"streetname": "street",
"streetno": "2",
"buildingno": "232",
"entranceno": "B",
"floorno": "3",
"apartmentno": "22",
"postalcode": "10431"
s
"orderid": "AA12918291289",
"bankingproductcode": "POS1",
"promo": "",
"installments": "8",
"ordertotal": "1500.00",
"installmentamount": "100",
"items": [
{
"name": "iPhone 12 Pro",
"description"”: "iPhone 12 Pro 512GB Gold",
"qty": "1",
"price": "1500.00",
"sku": "iphonel2pro512gbgold",
"category": "MobilePhone",
"imagelink": "https://www.apple.com/v/iphone-12-
pro/f/images/overview/hero/hero_static__ k8unjy3rn32a_large.jpg"
}
1,
"siteurl": "https://www.merchant.com",
"statusurl": "https://www.wheretoreceiveapplication.com/status”

}

var settings = {

"url": "https://tbi-apim.azure-api.net/ftosgr/api/vl/Application”,
"method": "POST",
"timeout": 0,

"headers": {
"Ocp-Apim-Subscription-Key": "1f@a@4ab6ad7a4dac80c664706fdcb93c",
"Ocp-Apim-Trace": "true",
"AuthorizationToken": "ff70ac71-fc25-4027-a3cb-d7afa380a422",
"Content-Type": "application/json"

s

"data": JSON.stringify({
"firstname": "TestName",




"lastname": "testLastName",
"surname": "testSurname",
"pin": "©12345678",
"origin": "POS_Online",
"p1”,
"email": "mail@mail.com",
"phone": "6900000000",
"billingaddress": {

"resellercode":

"country":
"county": "AGHNAION",
"city": "AGHNA",
"streetname": "street",
"streetno": "2",
"buildingno": "232",
"entranceno": "B",
"floorno": "3",
"apartmentno": "22",
"postalcode"”: "1000"
s
"deliveryaddress": {
"country": "GR",
"county": "AGHNAION",
"city": "AGHNA",
"streetname": "street",
"streetno": "2",
"buildingno": "232",
"entranceno": "B",
"floorno": "3",
"apartmentno": "22",
"postalcode": "10431"
s
"orderid": "AA12918291289",
"bankingproductcode": "POS1",
“"promo": "",
"installments": "8",
"ordertotal": "1500.00",
"installmentamount": "100",
"items": [
{
"name": "iPhone 12 Pro",
"description": "iPhone 12 Pro 512GB Gold",
"gqty": "1",
"price": "1500.00",
"sku": "iphonel2pro512gbgold",
"category": "MobilePhone",
"imagelink": "https://www.apple.com/v/iphone-12-

pro/f/images/overview/hero/hero_static__ k8unjy3rn32a_large.]j
}
1,

"siteurl": "https://www.merchant.com",
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"statusurl": "https://www.wheretoreceiveapplication.com/status"”,
"additionalValues": {
"subMerchantLegalEntity": "Entity name here",
"subMerchantBrand"”: "Brand here",
"subMerchantWebsite": "https://www.submerchant.com",
"subMerchantMccCode": "5499",
"subMerchantMccDescription": "Convienient Stores"

}
1)
}s

$.ajax(settings).done(function (response) {
console.log(response);

1)

1.4. Notifications statuses:

a) Pos
Application Status Status sent to Merchant
Rejected 3
Canceled 4
Cancel Disbursed Loan 6
Expired 4
Disbursed 2

Status of the application:

The endpoint where TBI’s Back end will send the status of the application to the Merchants "statusurl"
property when a new application is submitted (see APl “Application” )

UAT environment

Request URL

https://tbi-apim.azure-api.net/ftosgr/api/applicationstatus

HTTP request

POST https://tbi-apim.azure-api.net/ftosgr/api/applicationstatus HTTP/1.1



https://tbi-apim.azure-api.net/ftosgr/api/applicationstatus
https://tbi-apim.azure-api.net/ftosgr/api/applicationstatus

Bank

Host: thi-apim.azure-api.net
Content-Type: application/json
Ocp_Apim_Subscription-Key; 0000000000000 0000000000000000000

Ocp-Apim-Trace: true

"CreditApplicationld": "23e7e754-e69e-4321-93ae-78a72f0b6727",

"StatusUrl": https://calc.tbibank.gr/function/status.php,

"Orderld": "1463",

"Status": 2,

"Message": "2",

"ResellerCode": 130001205 _3",

"System":

Response HTTP/1.1 200 OK

{"status":"OK"}

Request to merchant.

APl management, having received a request, sends the same request to the merchant without any
changes to the address from the "StatusUrl" field. The body of request is exactly the same, with no
changes.

"CreditApplicationld": "23e7e754-e69e-4321-93ae-78a72f0b6727",

"StatusUrl": https://calc.tbibank.gr/function/status.php,

"Orderld": "1463",

"Status": 2,

"Message": "2",

"ResellerCode": 130001205 _3",

"System":


https://calc.tbibank.gr/function/status.php
https://calc.tbibank.gr/function/status.php

Bank

b) Bankly
Business Status Flow Bankly Status Code
Rejected Rejected 0
Draft Sent 1
In Progress Provenir First Validation 2
In Progress CloudFinTax Waiting for KYC 3
In Progress CloudFin Military | Waiting for KYC 3
In Progress Onfido Waiting for KYC 3
In Progress CloudFin
Foreigner Waiting for KYC 3
In Progress Provenir Final Validation 4
Manual Flow Manual Analisys 5
PreApproved Preapproved 6
Waiting Contract
In Progress Sign Documents | signing 7
ApprovedAndSigned Approved 8
Disbursed Disbursed 9
Canceled Cancelled 10
Cancelled after
Canceled Disbursed Loan disbursed 11
Addresses Addresses 12

1.5. Full return:

POST https://tbi-apim.azure-api.net/ftosgr/api/v1/Application/return HTTP/1.1
Host: thi-apim.azure-api.net

Content-Type: application/json

AuthorizationToken; *### & ¥kdkkk ko xok

Ocp-Apim-Subscription-Key: ke ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok sk ok

Ocp-Apim-Trace: true

{"creditApplicationld":"3fa85f64-5717-4562-b3fc-2c963f66afa6","orderld":"order id

here","resellerCode":"code here","amount":910.59}

HTTP/1.1 200 OK

api-supported-versions: 1.0

content-type: application/json; charset=utf-8
date: Wed, 03 Aug 2022 09:49:25 GMT
ocp-apim-apiid: ftos-greece
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ocp-apim-operationid: 62ea439a61f0848452aea5f6
ocp-apim-subscriptionid: master
ocp-apim-trace-location:

https://apimgmtstid3lcsfdhczuwak.blob.core.windows.net/apiinspectorcontainer/I-i29bfMI-

RMHcduW2zgLA2-710?sv=2019-07-

07&sr=b&sig=F8jLHj5tbEnVkONGWkFdzvTjlzuPu7%2FskwQAkcdlg%2BM%3D&se=2022-08-

04T09%3A49%3A252&sp=r&traceld=4b18576e36d242488559957a1893a34a
request-context: appld=cid-v1:a03dab33-a837-493b-a0e2-233cd981e876

transfer-encoding: chunked
vary: Origin
x-powered-by: ASP.NET{
"isSuccess": false,
"creditApplicationld": null,
"orderld": null,
"error": {
"code": "500",

"message": "Business validation error: Loan could not be found!"

}
}

PROD environment: to be provided after set up on API'm
<will be updated >

RegisterApplicationRequest

Attribute Mandatory Type Example Description
+ Unique Order
orderid String AA12918291289 identifier in merchant
platform
firstname + String SokLun Customer first name
lastname + String KOUKETO Customer last name
surname - String ebappoyn Customer surname
pin . String 057699509 Pers:::q';:‘:?:::\cﬂa)t'o”
. . . . For POS online:
origin + String POS_Online « POS_Online
+ . Merchant code in TBI
resellercode String pl
platform
email + String mail@mail.com Email of the customer
phone - String BIXXXXXXXX Phone of the customer
billingaddress - Address Customer’s billing
address
deliveryaddress - Address Customer’s delivery
address

12



Bank

Code of banking
bankingproductcode String POS1 product defined in
TBI platform
Promo code as
promo String defined in TBI
platform
. Number of
installments Int 8 .
installments
Total value of goods
ordertotal Decimal 800.00 purchased by
customer
Monthly installment
installmentamount Decimal 100.00 shown to customer in
merchant platform
. List<Item List of items in
Items > shopping cart
siteur] String https://www.merch Merchfemt’s vyeb-site
ant.com URL (if applicable)
https://www.wheret | Merchant’s endpoint
. ore to which TBI platform
statusurl String . . .
ceiveapplication.co | will send order status
m/status notifications
. Addition See AdditionalValues
additionalValues
alValues structure
Address structure
Attribute Mandatory | Type Example Description
country - String GR Country
county - String | ATAOONHZIOY | District
city - String | ATAOONHZI City
streetname - String | évopa popou | Street Name or Block Name
streetno - String | 2 Street No
buildingno - String | 232 Block No
entranceno - String | B Entrance
floorno - String | 3 Floor
apartmentno - String | 22 Apartment
Postalcode - String | 1000 Post code
Item structure:
Attribute Mandatory | Type Example Description
name + String iPhone 12 Pro Short name of
the purchased
item, like on web
site
description | - String | iPhone 12 Pro 512GB Gold Full name of the
purchased item
or description
gty + Int 1 Quantity

13
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price + Decimal | 800.00 Price per Item
sku - String iphonel2pro512gbgold SKU code (if
applicable)
category - String MobilePhone Category (only
mapped values)
imagelink + String https://www.apple.com/v/iphone- | Image URL for
12- the purchased
pro/f/images/overview/hero/hero_ | item
static__k8unjy3rn32a_large.jpg
AdditionalValues structure:
Attribute Mandatory | Type | Example Description
subMerchantLegalEntity - String | Legal entity name Legal entity
subMerchantBrand - String | Brand name Brand
subMerchantWebsite - String | https://www.merchant.com | Website
subMerchantMccCode - String | 7311 Code
subMerchantMccDescription | - String | Convienient Stores Description

RegisterApplicationResponse:

Attribute Manda | Type | Example Description
tory
CreditApplic | - guid 3dc696fb-baf8-43a9- Unique id of the loan
ationld 8344-e69511c5d216 application in TBI platform
Orderld - String | AA12918291289 Unique Order identifier in
merchant platform
Url + String | https://host.westeurope | URL to which customer should
.cloudapp.azure.com/B2 | be redirected in order to
C_Proxy/POS_Online?se | continue the loan process
ssionld=6104b238-01ca-
4d4b-b86d-
926acedOdlec
ErrorCode - String Error Code (null is for successful
response)
ErrorMessag | - String Error message (null is for
e successful response)

2. Customer journey: All designs are responsive to screen resolution.
Please find below our designs for the process (it is currently in progress development):
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https://host.westeurope.cloudapp.azure.com/
https://host.westeurope.cloudapp.azure.com/
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