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tbi bank 

API Integration specifications 

 

Integration workflow: 

The API integration is performed via the following endpoints: 

- Authorize 

- RegisterApplication 

- ApplicationStatusNotification 

- Full / Partial Return 

 

1.1. Integration diagram 
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1.2. Authorize 

UAT environment: 

 

POST https://tbi-apim-uat.azure-api.net/ftosgr/api/v1/User/authorize  

Host: tbi-apim-uat.azure-api.net 

Headers: 

Content-Type: application/json 

Ocp-Apim-Subscription-Key: ******************************** 

Ocp-Apim-Trace: true 

 

Request example: 

{    

    "username":"*******", 

    "password":"*******" 

} 

 

Response example: 

{ 

    "token": "x52xfx3b-dba1-49d5-8b50-bd191f412xx4" 

} 

Usage example: 

curl 

curl --location --request POST 'https://tbi-apim-uat.azure-

api.net/ftosgr/api/v1/User/authorize' \ 

--header 'Ocp-Apim-Subscription-Key: *************************************' \ 

--header 'Ocp-Apim-Trace: true' \ 

--header 'Content-Type: application/json' \ 

--data-raw '{    

    "username":"username", 

    "password":"*******" 

}' 

 

Jquery 

var settings = { 

  "url": "https://tbi-apim-uat.azure-api.net/ftosgr/api/v1/User/authorize", 

  "method": "POST", 

  "timeout": 0, 

  "headers": { 

https://protect.checkpoint.com/v2/r02/___https:/tbi-apim-uat.azure-api.net/ftosgr/api/v1/User/authorize___.YzJlOnRiaWJhbms6YzpvOjk1NDc0YzdlZmE1NzcwZjdmYjIyZTFhNmRhN2Y2YWEwOjc6MWNmOTo1MjM0NDllZDBlMTg4YTA2NDY5NWEyY2FmNmNhZGNmYzkwMWQ0MDM3OWM4NTllMmZkNWZjYzdjZjVkNjY1YmJjOnA6VDpG
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    "Ocp-Apim-Subscription-Key": "*************************************", 

    "Ocp-Apim-Trace": "true", 

    "Content-Type": "application/json" 

  }, 

  "data": JSON.stringify({ 

    "username": "username", 

    "password": "*******" 

  }), 

}; 

 

$.ajax(settings).done(function (response) { 

  console.log(response); 

}); 

 

 

PROD environment: 

<will be provided later in the process> 

 

Authorize Request 

 

Attribute Mand
atory 

Type Example Description 

username  + String username Username received 
from tbi bank 

password  + String password Password received 
from tbi bank 

 

Authorize Response 

 

Attribute Mand
atory 

Type Example Description 

token  + guid x52xfx3b-dba1-49d5-

8b50-bd191f412xx4 
Authorization token 

expires_in  - decimal 1200 Seconds until token 
expiration 

email - String mail@mail.com Email associated with 
username in tbi DB 

 

 

NOTE: Before you send any API requests in UAT, please send us your IP(s) of your server for whitelisting. 

Otherwise, you will not be able to access our test environment. 
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1.3. RegisterApplication 

 

UAT environment: 

POST  https://tbi-apim-uat.azure-api.net/ftosgr/api/v1/Application  

Host: tbi-apim-uat.azure-api.net 

 

Headers: 

Content-Type: application/json 

Ocp-Apim-Subscription-Key: ******************************** 

Ocp-Apim-Trace: true 

AuthorizationToken: ff70ac71-fc25-4027-a3cb-d7afa380a422 

(Authorization token can be retrieved from response of Authorize method) 

 

Request Body example: 

{ 

  "firstname": "TestName", 

  "lastname": "testLastName", 

  "surname": "testSurname", 

  "pin": "012345678", 

  "origin": "POS_Online", 

  "resellercode": "12345678", 

  "email": "mail@mail.com", 

  "phone": "6900000000", 

  "billingaddress": { 

    "country": "", 

    "county": "ΑΘΗΝΑΙΩΝ", 

    "city": "ΑΘΗΝΑ", 

    "streetname": "street", 

    "streetno": "2", 

    "buildingno": "232", 

    "entranceno": "B", 

    "floorno": "3", 

https://protect.checkpoint.com/v2/r02/___https:/tbi-apim.azure-api.net/ftosgr/api/v1/Application___.YzJlOnRiaWJhbms6YzpvOjk1NDc0YzdlZmE1NzcwZjdmYjIyZTFhNmRhN2Y2YWEwOjc6ODYyMzpkN2U1ODRlMGU4NjM5Yjk4YWQ4ZTkxMmMwYjk1YzNkMDYwMjQ0MWYzNjI5ZDVmOGRmOWRkNjlmYTk2Y2I4ZDQ0OnA6VDpG
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    "apartmentno": "22", 

    "postalcode": "1000" 

  }, 

  "deliveryaddress": { 

    "country": "GR", 

    "county": "ΑΘΗΝΑΙΩΝ", 

    "city": "ΑΘΗΝΑ", 

    "streetname": "street", 

    "streetno": "2", 

    "buildingno": "232", 

    "entranceno": "B", 

    "floorno": "3", 

    "apartmentno": "22", 

    "postalcode": "10431" 

  }, 

  "orderid": "AA12918291289", 

  "middlewareID": "166505", 

  "bankingproductcode": "POS1", 

  "promo": "", 

  "installments": 8, 

  "ordertotal": 1500, 

  "financedAmount": null, 

  "downpaymentAmount": null, 

  "installmentamount": null, 

  "items": [ 

    { 

      "name": "iPhone 12 Pro", 

      "description": "iPhone 12 Pro 512GB Gold", 

      "quantity": 1, 

      "price": "1500.00", 
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      "sku": "iphone12pro512gbgold", 

      "category": "MobilePhone", 

      "imagelink": "https://www.apple.com/v/iphone-12-

pro/f/images/overview/hero/hero_static__k8unjy3rn32a_large.jpg" 

    } 

  ], 

  "siteurl": "https://www.merchant.com", 

  "statusurl": "https://www.merchant.com/tbibankstatus", 

  "additionalValues": { 

    "subMerchantLegalEntity": "Entity name here", 

    "subMerchantBrand": "Brand here", 

    "subMerchantWebsite": "https://www.merchant.com", 

    "subMerchantMccCode": "5499", 

    "subMerchantMccDescription": "Convienient Stores", 

    "shopID": 512, 

    "shopName": "shop name", 

    "userName": "Name Surname",     

    "commentType": "option1" 

  } 

} 

Response example: 

{ 

    "CreditApplicationId": "a3d80e51-d61f-4b93-9cbc-67040ed6da8c", 

“CreditApplicationNumber”: “20230443939” 

    "OrderId": "AA12918291289", 

    "Url": "https://host.westeurope.cloudapp.azure.com/B2C_Proxy/POS_Online?sessionId=8a68321

8-c89d-447f-ba66-8dede71e6221", 

    "Origin": "POS_Online", 

    "ErrorCode": null, 

    "ErrorMessage": null 

} 
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For the field Origin are applicable the below values: 

• “POS_Online“ in case of the POS online standard products 

• “BNPL” in case of the BNPL products and online flow through which the customer proceeds 

end2end with the application 

 

Usage example: 

curl 

curl --location --request POST 'https://tbi-apim-uat.azure-api.net/ftosgr/api/v1/Application' \ 

--header 'Ocp-Apim-Subscription-Key: *************************************' \ 

--header 'Ocp-Apim-Trace: true' \ 

--header 'AuthorizationToken: ff70ac71-fc25-4027-a3cb-d7afa380a422' \ 

--header 'Content-Type: application/json' \ 

--

header 'Cookie: .PEBS=CfDJ8Ac5%2BkqTRs9Fp6S8LRD9M1PWy5HsRLWi0h6%2BraeMNAo4i7yO0oprBruKSePC7SjnK

KZtbQEOkfZKhWIWPNJAqUGkuugtA%2FqagwXbWm92zlLakog0vYruwuG2csfA5Bd7vNJXp4Du979ipN63%2BkArYfkPGfys

LzZ63lewTYD04rOs' \ 

--data-raw '{ 

    "firstname": "TestName", 

    "lastname": "testLastName", 

    "surname": "testSurname", 

    "pin": "012345678", 

    "origin": "POS_Online", 

    "resellercode": "p1", 

    "email": "mail@mail.com", 

    "phone": "6900000000", 

    "billingaddress": { 

        "country": "", 

        "county": "ΑΘΗΝΑΙΩΝ", 

        "city": "ΑΘΗΝΑ", 

        "streetname": "street", 

        "streetno": "2", 

        "buildingno": "232", 

        "entranceno": "B", 

        "floorno": "3", 

        "apartmentno": "22", 

        "postalcode": "1000" 

    }, 

    "deliveryaddress": { 

        "country": "GR", 

        "county": "ΑΘΗΝΑΙΩΝ", 

        "city": "ΑΘΗΝΑ", 

        "streetname": "street", 

        "streetno": "2", 

        "buildingno": "232", 

        "entranceno": "B", 

        "floorno": "3", 

        "apartmentno": "22", 



 
 

8 
 

        "postalcode": "10431" 

    }, 

    "orderid": "AA12918291289", 

    "middlewareID":"166505", 

    "bankingproductcode": "POS1", 

    "promo": "", 

    "installments": "8", 

    "ordertotal": "1500.00", 

    "installmentamount": "100", 

    "items": [ 

        { 

            "name": "iPhone 12 Pro", 

            "description": "iPhone 12 Pro 512GB Gold", 

            "quantity": "1", 

            "price": "1500.00", 

            "sku": "iphone12pro512gbgold", 

            "category": "MobilePhone", 

            "imagelink": "https://www.apple.com/v/iphone-12-

pro/f/images/overview/hero/hero_static__k8unjy3rn32a_large.jpg" 

        } 

    ], 

    "siteurl": "https://www.merchant.com", 

    "statusurl": "https://www.wheretoreceiveapplication.com/status" 

}' 

 

Jquery 

var settings = { 

  "url": "https://tbi-apim-uat.azure-api.net/ftosgr/api/v1/Application", 

  "method": "POST", 

  "timeout": 0, 

  "headers": { 

    "Ocp-Apim-Subscription-Key": "*************************************", 

    "Ocp-Apim-Trace": "true", 

    "AuthorizationToken": "ff70ac71-fc25-4027-a3cb-d7afa380a422", 

    "Content-Type": "application/json" 

  }, 

  "data": JSON.stringify({ 

    "firstname": "TestName", 

    "lastname": "testLastName", 

    "surname": "testSurname", 

    "pin": "012345678", 

    "origin": "POS_Online", 

    "resellercode": "p1", 

    "email": "mail@mail.com", 

    "phone": "6900000000", 

    "billingaddress": { 

      "country": "", 

https://www.merchant.com/tbibankstatus
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      "county": "ΑΘΗΝΑΙΩΝ", 

      "city": "ΑΘΗΝΑ", 

      "streetname": "street", 

      "streetno": "2", 

      "buildingno": "232", 

      "entranceno": "B", 

      "floorno": "3", 

      "apartmentno": "22", 

      "postalcode": "1000" 

    }, 

    "deliveryaddress": { 

      "country": "GR", 

      "county": "ΑΘΗΝΑΙΩΝ", 

      "city": "ΑΘΗΝΑ", 

      "streetname": "street", 

      "streetno": "2", 

      "buildingno": "232", 

      "entranceno": "B", 

      "floorno": "3", 

      "apartmentno": "22", 

      "postalcode": "10431" 

    }, 

    "orderid": "AA12918291289", 

    "bankingproductcode": "POS1", 

    "promo": "", 

    "installments": "8", 

    "ordertotal": "1500.00", 

    "installmentamount": "100", 

    "items": [ 

      { 

        "name": "iPhone 12 Pro", 

        "description": "iPhone 12 Pro 512GB Gold", 

        "quantity": "1", 

        "price": "1500.00", 

        "sku": "iphone12pro512gbgold", 

        "category": "MobilePhone", 

        "imagelink": “https://www.apple.com/v/iphone-12-

pro/f/images/overview/hero/hero_static__k8unjy3rn32a_large.jpg” 

       

      } 

    ], 

    "siteurl": "https://www.merchant.com", 

    "statusurl": "https://www.merchant.com/tbibankstatus", 

    "additionalValues": { 

        "subMerchantLegalEntity": "Entity name here", 

        "subMerchantBrand": "Brand here", 

        "subMerchantWebsite": "https://www.submerchant.com", 

        "subMerchantMccCode": "5499", 

https://www.apple.com/v/iphone-12-pro/f/images/overview/hero/hero_static__k8unjy3rn32a_large.jpg
https://www.apple.com/v/iphone-12-pro/f/images/overview/hero/hero_static__k8unjy3rn32a_large.jpg
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        "subMerchantMccDescription": "Convienient Stores" 

        "shopID": 012, 

        "shopName": shop name, 

        "userName": Name Surname, 

        "commentType": option1 

    } 

  }), 

}; 

 

$.ajax(settings).done(function (response) { 

  console.log(response); 

}); 

 

 

 

1.4. Notifications statuses: 

Below you can find the list of status codes and their descriptions: 

 Application Status  Status sent to Merchant 

Rejected 3 

Canceled 4 

FullyReturnedDisbursedLoan 6 

Expired 5 

Disbursed 2 

Order Confirmation 7 

Disbursed Partially Returned 8 

 

The endpoint where tbi bank will send the status of the application to the Merchants is selected in the 

"statusurl" parameter when a new application is submitted. 

 

UAT environment 

Request URL 

https://www.merchant.com/tbibankstatus 

 

HTTP request 

POST https://www.merchant.com/tbibankstatus  HTTP/1.1 

Host: tbi-apim.azure-api.net 

 

https://www.merchant.com/tbibankstatus
https://www.merchant.com/tbibankstatus
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Headers: 

Content-Type: application/json 

Ocp-Apim-Subscription-Key: ******************** 

Ocp-Apim-Trace: true 

 

Body: 

{ 

  "creditApplicationId": "1111111f-b1c1-11cb-b111-fd1111af111c", 

  "statusUrl": " https://www.merchant.com/tbibankstatus ", 

  "orderId": "AA12345678", 

  "status": "2", 

  "message": "Disbursed", 

  "resellerCode": "12345678", 

  "system": "", 

  "suggestionApproval": null 

} 

 

Response HTTP/1.1 200 OK 

{ 

  "status": "OK" 

} 
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1.5. Full / Partial Return: 

 
To send a Full or Partial Return you can use the following tbi bank API endpoint: 
 

POST https://tbi-apim-uat.azure-api.net/ftosgr/api/v1/Application/return HTTP/1.1  
Host: tbi-apim-uat.azure-api.net 
 

Headers:  
Content-Type: application/json  
AuthorizationToken: ******************  
Ocp-Apim-Subscription-Key: ********************  
Ocp-Apim-Trace: true  
 
Body: 
{ 
  "creditApplicationId": "1111111f-b1c1-11cb-b111-fd1111af111c ", 
  "orderId": "AA12345678", 
  "resellerCode": "12345678", 
  "amount": 100.00 
} 
 
Note: By selecting the full value of the application in the “amount” parameter, you request a Full Return. 
With a smaller amount, the request is considered a Partial Return. 
 
API Response: 
 
Body: 
{ 
  "isSuccess": true, 

  "creditApplicationId": "1111111f-b1c1-11cb-b111-fd1111af111c ", 

  "orderId": " AA12345678" 
} 
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1.6.  Checking goods availability: 

 
When the request sent to [statusUrl] contains the Order Confirmation status ID, the merchant must respond:  

• with http status 200 (OK) when goods are available  

• with any of the 4xx or 5xx statuses when the goods are no longer available  

 
Send status example API Request sent from the tbi bank server: 
 
POST [statusUrl]  
Content-Type: application/json  
 
Body:  
{  

"creditApplicationId": "3fa85f64-5717-4562-b3fc-2c963f66afa6",  
"statusUrl": "status url here",  
"orderId": "order id here",  
"status": "7",  
"message": "message",  
"resellerCode": "reseller code here",  
"system": ""  

} 

 
 
Responses: 

Status Code  Description  
200 OK – goods are available  
400 Bad request - the goods are no longer available  
404 Not Found - the goods are no longer available  
500 Internal Server Error - the goods are no longer available  

 

 

 

1.7. APPENDIX – API SCHEMAS: 

Below you can find the API schemas and examples per endpoint: 

 

Register Application Request 

 

Attribute Mandatory Type Example Description 

Orderid 
+ 

String AA12918291289 
Unique Order 

identifier in merchant 
platform 

Firstname + String δοκιμή Customer first name 

Lastname + String κουκέτα Customer last name 

Surname - String εφαρμογή Customer surname 

PIN - String 057699509 
Personal identification 

number (AFM) 
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Origin + String POS_Online 

For POS online: 
• POS_Online 

For BNPL: 
• BNPL 

Resellercode 
+ 

String p1 
Merchant code in tbi 

platform 

email + String mail@mail.com Email of the customer 

phone - String 69XXXXXXXX Phone of the customer 

billingaddress - Address  
Customer’s billing 

address 

deliveryaddress - Address  
Customer’s delivery 

address 

merchantCreditSugge
stion 

- String  

Values: Approve, 
Neutral; only for 
specific 
merchants/flows 

bankingproductcode - String POS1 
Code of banking 
product defined in 
tbi platform 

promo - String  
Promo code as 

defined in tbi platform 

installments - Int 8 
Number of 

installments 

ordertotal + Decimal 800.00 
Total value of goods 

purchased by 
customer 

financedAmount - Decimal 100.00 
Total amount financed 
by bank; if applicable 

downpaymentAmou
nt 

- Decimal 100.00 

The amount paid by 
customer as 

downpayment; if 
applicable 

installmentamount - Decimal 100.00 
Monthly installment 

shown to customer in 
merchant platform 

items + 
List<Item

> 
 

List of items in 
shopping cart 

siteurl  String 
https://www.merch

ant.com 

Merchant’s web-site 
URL, where the 

customers will be 
redirected 

statusurl + String 

https://www.wheret
ore 

ceiveapplication.co
m/status 

Merchant’s endpoint 
to which tbi platform 

will send status 
updates  

additionalValues - 
Addition
alValues 

 
See AdditionalValues 

structure; only for 
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specific 
merchants/flows 

 

Address structure 

 

Attribute Mandatory Type Example Description 

country - String GR Country 

county - String ΑΤΤΙΚΗ District  

city - String ΑΘΗΝΑ City  

streetname - String ΛΕΩΦΟΡΟΣ 
ΜΕΣΟΓΕΙΩΝ 

Street Name or Block Name 

streetno - String 100 Street No 

buildingno - String 232 Block No 

entranceno - String В Entrance 

floorno - String 3 Floor 

apartmentno - String 22 Apartment 

Postalcode - String 1000 Post code  

 

Item structure: 

Attribute Mandatory Type Example Description 

name + String iPhone 12 Pro Short name of 
the purchased 
item, like on 

web site 

description - String iPhone 12 Pro 512GB Gold Full name of the 
purchased item 
or description 

qty + Int 1 Quantity 

price + Decimal 800.00 Price per Item 

sku - String iphone12pro512gbgold SKU code (if 
applicable) 

category - String MobilePhone Category (only 
mapped values) 

imagelink + String https://www.apple.com/v/iphone-
12-

pro/f/images/overview/hero/hero_ 
static__k8unjy3rn32a_large.jpg 

Image URL for 
the purchased 

item 

  

 

AdditionalValues structure: 

Attribute Mandatory Type Example Description 

subMerchantLegalEntity - String Legal entity name Legal entity 

subMerchantBrand - String Brand name Brand 

subMerchantWebsite - String https://www.merchant.com Website 

subMerchantMccCode - String 7311 Code 

subMerchantMccDescription - String Convenient Stores Description 
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shopID - String shopid Id of the 
shop 

shopName - String Shop name Name of 
the shop 

userName - String User name  
 

Name of 
the user 
that fills 
the data 

fraudTimestamp -  2023-10-11T06:33:49.845Z  

commentType - String Comment type  

  
RegisterApplicationResponse: 

Attribute Manda
tory 

Type Example Description 

CreditApplicationId - guid 3dc696fb-b4f8-43a9-
8344-e69511c5d216 

Unique id of the loan application 
in tbi platform 

CreditApplicationN
umber 

- String 20230443939 unique credit application number 
in tbi (FTOS)platform 

OrderId - String AA12918291289 Unique Order identifier of the 
merchant 

Url + String https://host.westeuro
pe.cloudapp.azure.co

m/B2C_Proxy/POS_On
line?sessionId=6104b2

38-01ca-4d4b-b86d-
926aced0d1ec 

URL to which customer should be 
redirected in order to continue 

the loan process 

ErrorCode - String  Error Code (null is for successful 
response) 

ErrorMessage - String  Error message (null is for 
successful response) 
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1.8. CUSTOMER JOURNEY: 

 

All designs are responsive to screen resolution. Below you can find the tbi bank designs for the process 

POS Online B2C Portal flow: 
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